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ISOLA

FINAL EVENT CONCLUDED

With the extended timeline coming to a close, the ISOLA project proudly announces
the successful completion of its pilot tests, PUC 1 & 2 and PUC 3 & 4, marking the
culmination of 44 months of dedicated research, development, and collaboration.

The pilot program, conducted across various maritime settings, demonstrated the
ISOLA system's effectiveness in enhancing vessel security and responding to
potential threats with precision and reliability.

Throughout the project, partnerships between maritime security experts, technology
companies, and industry stakeholders were pivotal in overcoming challenges and
achieving the project's ambitious goals. The insights gained from the pilot tests have
been invaluable, providing clear evidence of the system's impact on improving
maritime safety.

As the ISOLA project concludes, it leaves behind a legacy of innovation and
international cooperation. The technologies developed and the lessons learned will
continue to influence maritime security practices for years to come. The project team
extends its gratitude to all consortium members, participants, and supporters who
contributed to this groundbreaking initiative, setting a new standard for maritime
security solutions worldwide.

This project has received funding from the European Union’s Horizon 2020 research and innovation
programme under grant agreement No 883302. This publication reflects only the author’s views and the
European Union is not liable for any use that may be made of the information contained therein.
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MARITIME CHALLENGES
Safety While Transporting Dangerous Goods

The safety and security of people onboard ships have always been paramount, but as
the maritime industry evolves, the focus on safeguarding individuals against both
traditional and emerging threats has intensified. The need for innovative approaches
to ship security for those onboard is more crucial than ever, driven by the advent of
new technologies, the growing sophistication of threats, and the increasing
complexity of global maritime operations.

Traditional Threats and Modern Responses

Historically, the security of individuals onboard ships has been threatened by piracy,
accidents, and natural disasters. While these risks persist, modern technology offers
new ways to mitigate them. For example, advanced surveillance systems, including
drones and satellite monitoring, can enhance the detection of pirate activities, while
improved communication systems facilitate quicker response of emergencies.

Protecting People in the Digital Age

As ships become more connected, the cybersecurity of onboard systems directly
impacts the safety of crew and passengers. A cyberattack could compromise
navigation systems, leading to collisions or groundings, or it could disable critical
life-support systems. Addressing these risks requires a cybersecurity strategy that
encompasses not just the ship's operational technology but also the training of crew
members in cybersecurity best practices.
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Training and Preparedness

Training crew members to deal with security threats, from piracy to cyberattacks, is
a critical aspect of protecting individuals onboard. Simulation-based training, virtual
reality, and continuous education programs can prepare crew members for a wide
range of scenarios, enhancing their ability to protect themselves and others onboard.

In response to evolving threats and the increasing reliance on technology, the
maritime sector is actively exploring emerging technologies to bolster the safety and
security of individuals onboard. These technologies analyse historical data and real-
time inputs from shipboard sensors to forecast potential security threats, from
environmental hazards to unauthorised access attempts, enabling preemptive action.
Additionally, the adoption of augmented reality (AR) for maintenance and
emergency drills transforms crew training, providing hands-on experience in a
virtual setting that enhances real-world preparedness. The deployment of smart
wearable devices for crew members represents another innovative step, offering
real-time health monitoring and ensuring immediate medical response in case of
emergencies. Together, these advancements present a proactive approach to
maritime security, ensuring that ships are not only well-equipped to handle current
threats but are also prepared for future challenges.

As the maritime industry continues to navigate the complex waters of modern
threats and technological advancements, it's clear that the safety and security of
those onboard remain a top priority. The integration of advanced surveillance
systems, cybersecurity measures, innovative training programs, and the latest in
wearable technology showcases a comprehensive approach to maritime security.
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These efforts not only address the immediate challenges but also lay the groundwork

for a safer future in maritime operations. By embracing these technologies and
remaining vigilant against both traditional and emerging threats, the maritime
industry can ensure that the journey ahead is not only more secure but also paves the
way for advancements in safety protocols and operational efficiency. The collective
endeavour towards enhancing maritime security reflects a commitment to
safeguarding the lives of those who brave the seas, underscoring the industry's
resilience and adaptability in the face of evolving global challenges.

AIR QUALITY PREDICTION
MODELLING AIR DISPERSION

The integration of the HAVAC and MORTAL systems, developed by ISOLA
project partner Prometech, represents a significant stride towards bolstering ship
security through a focus on air quality and health risks. Adapted to meet the unique
challenges of maritime environments, these innovative systems furnish
comprehensive tools for managing indoor air quality aboard vessels, ensuring the
safety and well-being of passengers and crew alike.

The HAVAC system, central to this initiative, has been enhanced to include a
detailed model of air movement within ships, pinpointing areas where hazardous
chemical concentrations may pose a risk. This capability is vital for ensuring
onboard safety, particularly in light of the potential for rapid spread and
accumulation of contaminants in the confined spaces of a ship. The recent
introduction of the BREEZE Outdoor Model into the HAVAC framework extends
its functionality by modelling outdoor airflow and agent dispersion, providing a
holistic view of environmental influences on indoor air quality.

A significant development in HAVAC's utility is its integration with BREEZE,
enabling the system to consider outdoor agent concentrations and their effects on
indoor spaces. This interconnected approach leverages broader climatic and
atmospheric data, enriching the predictive and analytical capabilities of HAVAC and
offering a comprehensive strategy for indoor air quality management.
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The expanded sensor integration within HAVAC marks another leap forward, with

sensors now capable of detecting various agents simultaneously and a sensor
database that catalogues the essential properties of these sensors. This extended
connectivity enhances HAVAC's real-time monitoring capabilities, allowing for
immediate adjustments to ventilation and air management strategies in response to
detected air quality changes.
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Complementing HAVAC, the MORTAL system has been refined to assess the
health impacts of airborne agents more accurately. It employs an extensive database
to identify potential health hazards from chemicals, enabling the formulation of
effective risk mitigation strategies. In the constrained environment of a ship, where
contaminants can spread swiftly, MORTAL's role in health risk assessment is
particularly critical.

The development of communication and visualisation tools has been a focal point,
aimed at making the data from HAVAC and MORTAL accessible to ship operators.
These tools have been upgraded to include BREEZE visuals and map connections,
enhancing the user experience and decision-making process. The new Operator Tool
boasts the capability to visualise future air predictions, allowing operators to
navigate through different time steps and assess the potential impact of agent
dispersion over time.

A notable advancement in HAVAC is the incorporation of HVAC system
modelling, which elucidates the impact of onboard HVAC systems on indoor
airflow. This feature, along with the introduction of a Future Predictor tool, enables
operators to forecast air quality and dispersion patterns, adjusting building structures
like opening or closing doors and windows to mitigate risks.
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The improvements in HAVAC include two-way flow modelling through large

openings, temperature predictions within rooms, and an automated feature for
generating HVAC system configurations. These enhancements contribute to a more
nuanced understanding of indoor environmental dynamics, accounting for
temperature variations and their influence on air movement.

MORTAL has also seen significant improvements, with new functionalities for
future prediction, allowing for a detailed analysis of how long individuals might
need to remain in a space to experience a shift in health effects due to exposure.
These features enable a more detailed management of HVAC data and a nuanced
understanding of particle dispersion, taking into account diffusion even in still air
conditions.
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The integration of HAVAC and MORTAL, bolstered by advancements in sensor
technology and enhanced predictive and analytical capabilities, offers a robust
framework for managing air quality and health risks on ships. These technologies,
through their comprehensive approach to air management and health risk
assessment, play a crucial role in ensuring a safer maritime environment,
underscoring the commitment of the ISOLA project and its partners to pioneering
solutions in maritime safety.
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